This paper summarizes the panel discussion at AMCIS 2006 on the evolution and trends in mobile wireless services and technology. The panelists included information systems faculty members from the United States and Mexico. The covered topics included wireless fundamentals, wireless technologies, applications and value chain evolution, wearable computing, wireless mobile issues including privacy and security, issues of worldwide mobile services and trends, and social implications. The panelists believe that there has been a virtual explosion in the ubiquitous and embedded computing industry over the past decade. Computing technology is moving beyond personal computers and is progressing into devices with embedded technology. The trend of mobile wireless technologies is moving to one single device rather than multiple devices. A single device could contain any or all of the following components, such as cellular phone, digital camera, video recording, MP3, mobile cellular TV services including digital multimedia broadcasting (DMB) and digital video broadcasting, handheld (DVB-H). Also, wearable computing such as watches, smart shirt and clothing, body sensors, and health monitoring devices are in the nascent stages. Wireless technology known as radio frequency identification (RFID) is used to identify objects, including living creatures. Various RFID applications including item tagging and electronic passports prompted valid loss of privacy concerns and triggered intense and sometimes irrational public discussion.
I. INTRODUCTION
Starting in 2003, AMCIS included an annual panel session to bring together academicians and practitioners with expertise in wireless and mobile communications. The panels focused on cutting edge mobile and wireless issues and trends. Themes have included mobile commerce and services, wireless information systems, cellular and mobile TV phone services, WiMAX and WiBro technologies, wearable computing and devices, privacy issues of wireless network technologies and RFID, and the future of wireless services. This report consists of four sections: Following this Introduction, Section II discusses wireless mobile services and cellular TV. Section III discusses evolution of wireless networks, as well as wearable computing and devices. Section IV discusses the privacy issues of RFID. Appendix I lists the panelists.
II. WIRELESS MOBILE SERVICES AND CELLULAR TV
We observed rapid development of wireless network technologies with great interest and expect their continued expansion. While 3G and 3.5G mobile networks in 2006 offer broadband transmission with speeds of up to 2 Mbps (or even 10 Mbps) in most developed areas of the world, other countries lag behind with only "kbps" speed for their users. The 3G and 3.5G wireless access systems provide data services along with voice and messaging capabilities. Some features of 3G services (using CDMA 2000 and WCDMA standards) and 3.5G (using HSDPA upgrade) include 3D games, video-conferencing, full motion videos, and high-speed Internet access on roaming mobile phones. At this time, telecommunication vendors and service providers are collaborating to develop a true broadband wireless cellular system, also known as 4G, using orthogonal frequency division multiplexing (OFDM) (a transmission modulation technique), multiple input multiple output (MIMO) technology (which refers to the communication using dual-array multiple-antenna systems), and other emerging and advanced wireless transmission technologies. Figure 1 presents the evolution of broadcasting technologies, focusing on the use of such technologies rather than the technological development itself. The evolution of broadcasting technologies over the years illustrates the progress of digitization and platform convergence in the communications sector (DVB, 2005) . (Shim, 2005a; Asian countries, such as Japan and Korea, once lagged behind the West in information technology (Budde, 2002) . Despite their late entry into the wireless market, Asian wireless operators, with supportive government policies, propelled themselves forward to become global leaders with the implementation of the 3G or 3.5G technologies. NTT DoCoMo, a primary Japanese 3G carrier, rolled out 3G services in Japan on 2000 (3gToday, 2006 . Mobile handsets have since evolved into a universal remote control that has been integrated into daily lifestyles. Mobile phone applications vary from accessing educational tutors to controlling residential appliances to leisure and entertainment (Lewis, 2004) . Currently, Korea is the leading digital mobile TV market, especially with its own standard, digital multimedia broadcasting (DMB). As of July 2005, DMB has been approved by WorldDAB as a standard. Driven by user demand and the changes in the culture of technological usage, Korean DMB market will be important for validation of new DMB technologies.
Satellite and terrestrial DMB systems provide content such as video, CD-quality audio and data through hand-held devices and vehicle-mounted terminals to the users-on-the-move (RoK MIC, 2005) . A schematic depiction of digital television transmission standards in Figure 2 provides a basic explanation of satellite and terrestrial DMB. Competing technologies include digital video broadcasting handheld (DVB-H) and QUALCOMM's technology called MediaFLO. MediaFLO USA Inc., a wholly owned subsidiary of QUALCOMM, has announced its plans to rollout commercial operation at the end of 2006. (Shim, 2005b; Cellular TV services, such as DMB or DVB-H, will be attractive to users, since the service costs will be much lower than the cost for high data rates of 3G cellular services. The telephone industry players started to push a broad range of multimedia services to their customers. This technology provides audio, video, messaging, and high graphical content for customers. Table 2 lists the strengths and weaknesses for the three standards: DVB-H, DMB, and MediaFLO (QUALCOMM Inc., 2005).
As mentioned earlier, Korea's introduction of DMB has marked a milestone in the world of mobile TV technology. On December 1, 2005, terrestrial DMB (T-DMB) service was launched in Korea. Satellite DMB (S-DMB), T-DMB's rival technology, began its service seven months earlier, on May 2005 (Shim et al., 2006a ). Figure 2 above shows the operation of both S-DMB and T-DMB. As of August 2006, Korea had about 2 million DMB subscribers, which demonstrates its popularity and potential to attract more users in a short period of time and expand further (Cho, 2006) . Rising popularity of cellular TV among users in Korea suggests that the trend of combining multiple devices into one will likely expand to other countries. Cellular TV, such as DMB, has a potential to greatly impact us as our personalized digital tool. 
DVB-H
• The market is not highly fragmented;
• Pilot projects in Australia, UK, Finland, and many other countries have been successful;
• The battery consumption by DVB-H is much less than DVB-T.
• New market and more competitors
• financial loss or slowing of revenues;
• In UK, the frequency is occupied and will not be released for some time and it leads to a lesser reception for customers.
DMB
• Based on the Eureka 147 DAB standard;
• Due to T-DMB's basis through DAB, much of T-DMB's infrastructure and required spectrum is in place;
• Both satellite (S-DMB) and terrestrial service (T-DMB);
• Service is already provided to customers via various portable devices, while the other two competitive technologies each have only one type of terminal.
• It is not quite as established or widely deployed as DVB-H.
MediaFLO
• Power efficiency (less power consumption);
• Faster access programming (channel switching time);
• Low network deployment costs (less towers);
• Superior mobile reception;
• High capacity = More channels.
• No support outside USA;
• QUALCOMM's spectrum is not available;
• No permission to deploy MediaFLO in USA.
Actual DMB usage statistics released by TU-Media (an S-DMB service provider) show that users in their late 20s through 50s represent a large percentage of DMB service viewers. They favor soap operas on TV, sports, and music program contents (Suh, 2005) . Several reasons explain why most of the younger consumers in Korea are not currently subscribed to S-DMB and have lower inclination to subscribe (Shim, 2006 ):
1. S-DMB handsets, with a retail price range of $600-$800, are expensive;
2. The teens in Korea lack the extra out-of-pocket money to pay for the S-DMB $13 service monthly fee (and $20 activation fee);
3. To the parents, purchasing a DMB handset for their children's TV watching and gaming does not seem justified.
Additionally, most school-age children have no time to watch DMB programs due to an overloaded academic schedule or time conflicts. However, the actual usage results among various demographic groups for T-DMB services, once released, are expected to differ from those of S-DMB because T-DMB services are offered for free. The cellular mobile service industry has many complex issues, which span across logistical, social, cultural, and technical issues. These challenges call for cooperation among the cellular and network service providers, service developers, and handset makers. These stakeholders also need to collaborate with the government and consumers. If successful, their efforts will foster growth in the wireless mobile telecommunications industry.
III. EVOLUTION OF WIRELESS NETWORKS & WEARABLE COMPUTING AND DEVICES
The current limitations of wireless and mobile networks are:
• spotty coverage,
• low and variable bit-rate,
• unpredictable quality of service,
• lack of inter-operability and inter-working,
• limited battery power,
• lack of personalization, and
• a lack of universal location management across multiple networks and carriers.
Different vendors, who sell mobile and wireless networks, are addressing many of these challenges. However, both technical as well as business-related obstacles exist, as many carriers shy away from investing heavily in the existing infrastructure. The carriers are concerned about the risks involved in the changing nature of business and technology and provide additional services on top of the basic voice-oriented wireless service.
The emerging Fourth Generation (4G) wireless networks could address some of these problems. The 4G networks will likely enable roaming across heterogeneous and packet-switched wireless networks. These networks will provide IP interoperability and higher speeds. The 4G networks are scheduled for deployment between 2008 and 2010. Other functionalities of 4G networks are listed below and discussed in the following paragraphs.
• Multi-network access & roaming The 4G networks will offer user-centric and highly personalized services by utilizing user preferences and history ( Figure 3 ). This feature will require storing and updating user preferences, interests, and history of actions (Varshney and Vetter, 2002) . The 4G networks will likely offer considerably higher bit rates than most users need. This requirement could result in even over-provisioning where more than enough resources are allocated for guaranteed quality even when traffic and user requirements go up significantly in a short-period of time. It may also be possible to have one wireless network for every family where the network moves with the user by means of infrastructure in vehicles, watches, and entertainment devices. Dynamic spectrum management, tunable devices, and many newer and more advanced physical layer transmissions (OFDM and MIMO) and technologies such as Ultra Wide Band (UWB) will likely help to overcome the bandwidth and resources limitations.
Very highly energy-efficient transmission will likely become possible, so that most users will not need to worry all the time about battery power and charging. Analysts anticipate many new ways of transmitting wireless information and new ways of charging batteries (e.g., solar, human, and transmission from other users). The devices will find ways and avenues of charging without user intervention.
We expect that the 4G networks will offer context-aware and location-based wireless services. These improvements can facilitate higher productivity and highly sophisticated location-related services. People will not be interrupted unless the context level of incoming events exceeds the context level of existing events.
Hand-held devices will probably become increasingly sophisticated, programmable, intelligent, and human-aware. A large amount of user information including healthcare and financial information will be stored and updated in hand-held devices. For many mobile services, the support for transactions would be provided by the 4G networks. The end-to-end security needed for many transactions and business applications will also be seamlessly provided in the 4G environment. 
WEARABLE COMPUTING
Wearable computers are one part of the big vision of "Pervasive Computing", where people will have access to computing anywhere anytime. Wearable computing can support this by embedding computers in many daily-life components such as clothing, glasses, caps, headwear, shoes, and other wearable objects. In future, a new generation of computers will become available that are designed as clothing items.
Wearable computers will be designed to provide portability during operation, where people will access computing and communications functionality without being burdened by the weight and shape of computing devices. These devices will provide hands-free or virtually hands-free use, where people will be able to perform other tasks without being burdened by the need to hold or carry computers in their hands. The wearable computers will run continuously allowing the users to access them as and when necessary without a significant access delay. The wearable computers will attempt to sense the user's current context and will thus help him/her in performing the task effectively.
The goal of wearable computing is an interface ideal for a continuously worn, intelligent assistant that augments memory, intellect, communication, and abilities (Starner, 2001) . The style of interface is the focus of wearable computing, as opposed to the manifestation in hardware as shown in media and other outlets (Starner, 2001) . A general figure of wearable computing future is shown in Figure 4 . The major challenges in wearable computers relate to:
• power requirements,
• network resources,
• privacy concerns, and • the design of innovative interfaces.
A wearable computer can be a single worn device or a group of devices spread over the human body. This potential distribution of subsystems over the body could lead to very complicated power use and distribution. This distribution involves both how power is generated and dissipated by wearable computers. The wearable computers can have their batteries charged when a user is sleeping, eating, or driving. Alternatively, the human body could act as both a charger (source) for these devices as well as an end medium for heat absorption (sink). The networking challenges in wearable computers are very complex as both intra-body and interbody communications may be supported in addition to communications to other networks. The intra-body communications can be supported by creating Body Area Networks (BANs) where individual subsystems on the human body can act as networking devices (such as routers). Depending on the frequency used, line of sight issues may have to be addressed. From a topology point of view, a wearable computing device in the center of the human body can act as a switch or router, and thus can minimize the power requirement for BANs. The inter-body communications to another similarly equipped human (with wearable devices) can be direct pointto-point or assisted by other humans (ad hoc networking) or could go through another wireless network covering both the source and destination humans. Wearable computing generates a significant level of privacy concerns. Wearable computers could store a large amount of "intimate" information on users, thus creating privacy challenges. Hackers may find it very attractive to collect private information about everyone who passes by certain places in a city. In some cases, privacy may also be compromised by employers or co-workers.
With wearable computers, a user should be informed what personal information is collected while passing by or accessing a certain network service. This would allow a user to make a benefit-loss tradeoff before allowing a location-or service-based function. In some cases, especially medical or emergency situations, privacy violations could be considered desirable (and thus even be encouraged).
Interface refers to the numerous fields that address human and computer interaction (Starner, 2001) . These fields include human-computer interfaces, human factors, ergonomics, industrial design, and fashion. In the future, wearable computing can be implemented as a cross-section of multiple domains of engineering, design, and fashion. Also, the peripheral interfaces should be designed to make simple things simple and complex things possible (Starner, 2001 ).
THE FUTURE IMPACT OF WEARABLE COMPUTING
Wearable computing will impact personalization, healthcare applications, military applications, and the fashion industry.
Personalization
The use of multiple wearable computers on humans will lead to an unprecedented level of personalization. Both the physical closeness of computing devices and their abilities to sense the current context and user's intent can lead to highly effective user-centric applications and service. This will also help users complete many tasks more effectively while avoiding many unnecessary, previously attempted, and unsuccessful tasks. The near-integration of significant computing and storage functions of wearable computers with high levels of human cognitive abilities can create wonders.
Healthcare Applications
Another major impact area of wearable computing will be in healthcare areas such as assisted living, patient monitoring, and telemedicine. Some of these applications are already in clinical trials of LifeShirt (http://www.vivometrics.com). It is a lightweight shirt weighting only 8 ounces, designed for human use, and it is machine washable. The sensors embedded in the shirt are arranged around the chest and abdomen. The sensors allow for a single channel electrocardiogram for heart rate and a three-axis accelerometer for patient posture and activity. Several additional peripheral devices can also be added for blood pressure, blood oxygen saturation, electroencephalography, periodic leg movement, body temperature, skin temperature, and cough. LifeShirt Recorder in a PDA continuously encrypts and stores the patient's physiologic data. Digital Patient Diary allows patients to record time and date-stamped symptom, mood, and activity information in the recorder's digital diary.
Military Communications
Another major area of impact of wearable computing will be in military communications, and more specifically in deriving survival status and location tracking. Smart-Shirt (http://www.gtwm.gatech.edu/gtwm.html) is designed with multiple fibers and the continuity of these fibers is a sign that a soldier wearing the Smart-Shirt is doing fine. In case of a gunshot wound, one or more fibers would be broken, and the interruption of light traveling through the broken fiber will be used to detect the status of the soldier.
Fashion Industry
The use of wearable computing in clothing could spawn another fashion industry of "Smart&Cute" clothing. Just like NTT DoCoMo's iMode phones became a major social statement for many teenagers in Japan, such clothing may become a mainstream fashion and not just a passing fad. These (tailor-made) clothes can be designed to fit humans better than existing mass-produced clothes where one size supposedly fits all. Imagine a future where you don't throw old clothes away, but just upgrade or "re-fiberize" them as needed.
Wearable computing will be a major component in the implementation of ubiquitous and pervasive computing. Eventually, human brains and computing machines will be coupled together very tightly, and the resulting partnership will be able to think better than humans alone, as well as process the amount of data at a speed not approached by computing machines today. Multiple devices on user's body can form BAN using short range wireless networks. Wearable computers will provide augmented reality systems where information will be overlaid on the physical world, such as x-ray results on an actual patient during surgery.
IV. RFID AND PRIVACY
This section will briefly introduce Radio Frequency Identification (RFID) technology and a selection of typical early applications. An explanation of reasons for privacy protection concerns and a few hypothetical ways for compromising it are presented next. Such valid concerns have, however, been misunderstood, over-hyped, and resulted in paranoia and public protests and outcry. Finally, two of the more controversial applications of RFID -the Electronic Product Code (EPC) for item tagging to optimize supply chain and retail management and electronic passports -are discussed in more detail.
STRUCTURE OF AN RFID SYSTEM
As noted in Figure 5 , the elements of a complete RFID system are a tag with its antenna and a reader with its own antenna. A reader is typically connected to a computer, which is normally further connected to a network. A reader communicates with tags through radio waves used not just to transfer data, but may also transfer energy and synchronization and other control signals. Tags may be passive, active, or semi-passive. Passive tags do not have their own energy source and are powered by the radio signals emitted by the reader. This mode of operation limits the communication range to several feet, but their operational life may extend into decades. Active tags contain batteries and may continuously broadcast their messages or wait for the signal from the reader before they start transmitting. Semi-passive tags have their own energy source but use it just to maintain the sensor-generated data in their internal memory while they still depend on energy emitted by the reader to communicate with the reader. Other important physical characteristics of RFID systems are operational frequencies and tag capabilities. Radio frequencies, normally within a wide scope from 135 kHz to 5.8 GHz, influence range, penetration, and other qualities of radio signals. Finally, tags can be simple and inexpensive with limited processing capabilities and memory, which can only be written in once; or, they can be sophisticated micro-controllers with mesh networking and processing capabilities, various built-in sensors and larger memory, which can be written to and updated.
A PLETHORA OF RFID APPLICATIONS
Some of the most widely discussed RFID applications are those in transportation and distribution, aviation, healthcare, security and access control, and retail. With appropriate placement of tags and readers, containers and pallets can be tracked as they progress through the supply chain. Also in transportation, many passenger tickets all over the world contain imbedded RFID tags as do millions of car keys. In the aviation industry, numerous expensive replacement parts are tagged to improve the maintenance parts inventory management. Airport administrators also consider RFID tags as luggage tags to improve baggage handling, and even for boarding passes which would enable airlines to locate late passengers at the airports. In healthcare, administrators consider RFID tags for various applications from tagging the surgical equipment to avoid leaving something inside the patient after surgery, to tagging patients using bracelets or even implants to prevent treatment errors, to the supervision of movements of Alzheimer patients, and the quick retrieval of medical records in emergencies. The pharmaceutical industry is promoting the use of tags to prevent the distribution of counterfeit drugs.
Many employee identification cards contain RFID tags used for access control to restricted areas, such as those for the World Summit on Information Society and for a congress of the Chinese communist party. The security program of the Canadian Air Transport Security Authority (CATSA) uses smart cards equipped with RFID first deployed in March 2004. Similarly, the Rikkyo Primary School in Tokyo carried out a trial of active RFID tags in September 2004 in order to monitor the movements of its students in real-time (WSIS, 2005) . The U.S. and other governments are just starting to issue e-Passports containing RFID tags. Some privacy groups and general public deem this controversial, and so have triggered vivid discussions. The same kind of public reaction accompanied the introduction of RFID technology in retail environments. Widely reported accounts of Wal-Mart's request that its 100 largest suppliers start tagging pallets and boxes by the beginning of 2005, for example, set off public protests. Both RFID applications in passports and retail environments will be discussed in more detail below following a general discussion of privacy implications. 
PRIVACY IMPLICATIONS
The general ability to read an RFID tag inconspicuously from a distance causes a lot of valid concerns. According to one report (EPCglobal, 2004) , three of the main data protection implications are collection of personal information, storing personal data on tags, and tracking of individuals. In the following scenarios, these three implications appear in combination.
Even when an RFID tag does not contain any personal information, its unique number can, in some cases, be linked to personal data. One example would be loyalty cards with imbedded tags distributed by a chain of grocery stores. Signing up for such a program may require consumers to be identified by name, address, and so on. Even if that were not the case, executing a payment with a credit or debit card would identify the consumer, enabling the grocer to forever associate a unique tag number with a particular individual. With appropriate placement of readers throughout the store, individual buying patterns and shopping behavior could be tracked, analyzed, and possibly sold to third parties. The store could make inferred assumptions about shopper's income, health, lifestyle, and buying habits. Many shoppers would likely consider this an unacceptable invasion of privacy.
A scenario involving more than one store becomes even more interesting. Assume that an individual walks into a second store carrying a shopping bag with tagged items bought in a first store. Those tags could be read and recorded in the second store's database. The same consumer walks into the second store a few days later, a tag with the same tag number may be recognized because it is attached to, say, a purse, enabling the second store to associate the unique RFID tag number with a particular individual and use it as a personal identification number.
The assumption that various objects would be tagged and would contain information revealing the nature of these objects does not seem stretched too far. For example, researchers considered embedding RFID tags in banknotes. A hidden RFID reader would be able to detect such banknotes as well as books, medicines, or valuable objects carried by a passerby. The knowledge of this information by unrecognized and unauthorized parties invades the privacy of the person carrying the tagged objects. An even more striking intrusion would appear when personal information is stored in the tags, as is the case in electronic passports. In general, however, privacy could be compromised not only by an individual being identified by an RFID reading, but by being identifiable by association of such reading with other information, such as information from loyalty or credit cards.
HYPE AND MISINFORMATION
Although the concerns about the loss of privacy are generally valid, many are overstated and clearly unrealistic, such as beliefs that Big Brother would be able to read RFID tags and recognize belongings and track individuals' every move using satellites. This led Mike Liard, principal RFID analyst for ABI Research, to state at the U.S. Senate RFID Caucus (Trebilcock, 2006a) : "The key takeaway is there's been a lot of hype and misinformation around RFID technology, especially when it comes to privacy issues." Senator Byron Dorgan (D-N.D.) agrees (Trebilcock, 2006b ): "The first priority is education. You have to understand it." Misinformation is abundant. For example, one Web page proclaims (Szymanski, 2006) : "Plans to Microchip every Newborn in U.S. and Europe Underway," and further clarifies: "Technology exists to create a totalitarian New World Order and sinister plans to use it on innocent public being covered up by U.S. policy makers." This particular news was posted all over the Web. (CASPIAN, 2006) prominently presents misinformation such as the following: "RFID chips, tiny tracking devices the size of a grain of dust, can be used to secretly identify you and the things you're carrying -right through your clothes, wallet, backpack, or purse." Albrecht organized public protests in Europe and the United States. Figure 7 shows the RFID tag affixed to a Hewlett-Packard printer purchased at a Texas Wal-Mart store that sparked the protest. An objective observer would likely say, "So what?" to this find. For better or for worse, the general public and many technology analysts are deeply concerned. For example, during an open comment period initiated by the U.S. State Department, the public overwhelmingly rejected the notion of RFID in passports. Of 2,335 comments received on the plan to introduce the electronic passports, 2,019 residents listed security and privacy as their top concern (DoS, 2005) . We will discuss the electronic passports in some detail below.
In general, many of the privacy concerns are exaggerated. Data stored on the passive tags can be legally accessed by a reader positioned only a few inches or at most a few feet away, depending on the design. However, the perpetrators may not care to conform to the governmentimposed restrictions on radio power limits and be thus able to read the tags from longer distances. Laboratory experiments proved that unencrypted data stored in passive RFID tags can be read from far longer than nominal ranges. There are multiple reports of such experiments. In one case, using a rogue device built from widely available components costing about $100 in total, powered by a 12V battery, and conforming to a popular ISO-14443 standard, the reading range was extended to five times the nominal range, allowing the perpetrator to skim a tag from a distance that does not require the attacker to touch the victim (Kirschenbaum and Wool, 2006) . Similarly, as a proof of concept, data from an RFID tag were successfully retrieved by passing a legitimate key owner in a parking lot and then used for unauthorized building access (Newitz, 2006) . A group of hackers at the 2005 DefCon technology convention in Las Vegas, Nevada, used an antenna attached to an RFID reader to scan the information on a tag nearly 70 feet away (Sieberg, 2006) . RFID proponents downplayed the demonstration, saying the apparatus was impractical and wouldn't work if the information on the RFID tag were encrypted. However, the government testers found that some readers were able to read the information on RFID chips considered for electronic passports from a distance of up to 30 feet (Calabrese, 2004) . All of these and many other reports suggest that we need to pay attention to the ways this technology is being implemented. To make sure that privacy will not be compromised, we need to implement security technologies such as encryption, authentication, metallic protectors, tag disabling, and so on. Fortunately, privacy concerns were very much on the minds of pioneering EPC designers from the beginning (Sarma, 2006) . In addition, passive tags today have poor communications performance for an antagonist seeking to invade one's privacy. The cell phone in a pocket and the toll pass in a car offer better opportunities to invade privacy (Sarma, 2006 ). Yet, as Ashton writes (2005): "Once … dramatic exaggerations are excluded, we are left with some important, serious, and reasonable questions. How can we know when and how RFID is being used? How can we make sure it is not misused? How can we exercise choice over how it affects us personally? How do we ensure that it is safe?" Besides implanting RFID tags in humans, tagging individual products and imbedding them into passports spur the most controversy. We will next focus on the electronic product code technology and finally on electronic passports.
ELECTRONIC PRODUCT CODE
Based on the idea of creating "an Internet of things," perhaps including living beings, a more modest goal of tracking objects along the supply chain drove several individuals and teams at MIT in the 1990s (Sarma, 2006) . In 1999, these efforts led to the launch of the Auto-ID Center at MIT under the sponsorship of the Uniform Code Council, Gillette, and Procter and Gamble (Sarma, 2006) . This effort eventually led to the definition of international standards for object tagging. In early 2002, MIT generously donated all intellectual property rights in the interest of society and the world to a not-for-profit entity named EPCglobal, a joint venture of the Uniform Code Council (UCC), which administered the Universal Product Code (UPC) bar code in the U.S., and EAN International, which did the same for the rest of the world. A global organization dedicated to the design and implementation of global standards and solutions to improve the efficiency of supply chains named GS1 was formed later as the UCC and the Canadian ECCC joined EAN International.
One of the major drivers in the standard development at Auto-ID Center was to minimize the cost of product tags, which required simplification of communication protocols and limited the Wireless Evolution 2006: Cellular TV, Wearable Computing and RFID by J.P. Shim, U. Varshney and S. Dekleva processing capabilities and memory capacity. The other driver from the very outset of the project was the concern about privacy protection. The result of the first driver and in support of the second, the standard defines tags as passive with short reading range and being able to store only a unique number for each object. This means that the tag carries no information about the item's owner and not even about the item itself. To simplify the processing, this unique identification number is not encrypted. The structure of the number named Electronic Product Code (EPC) has four fields:
• Version number (a.k.a. Header)
• Manufacturer number (EPC Manager)
• Product number (Object Class)
•

Serial number
So far, a number of variants of this structure have been defined, but they are all either 64 bits or 96 bits in length. Figure 7 shows the EPCglobal UHF 96 bit data format with a sample data presented in hexadecimal notation for brevity. Manufacturer number is assigned by the EPCglobal and the Product number and Serial number are assigned by the manufacturer.
No descriptive information, such as object name, production and expiration date, weight, size, and so on, is stored on the EPC tags. An effective supply chain management application would certainly need such information. In fact, the EPC is only one element of a comprehensive system known as EPCglobal Network. Beside EPC numbers, the network consists of EPC tags and EPC readers, EPC middleware, Discovery Services, and EPC Information Services (EPC IS). The middleware is used to manage real-time events, such as a tag being recognized by a certain reader, and to communicate read information to EPC IS and a company's other information systems. The designers of Discovery Services used the Internet and its Domain Name System as a model. The Discovery Services enable users to find data about a specific EPC and to request access to the particular database storing that data. Typically, each manufacturer will maintain a database with information about its tagged products, and each such database will be a component of the global distributed EPC database. The Object Naming Service, another component of Discovery Services, is a mechanism that leverages a Domain Name System-like facility to discover information about a product and related services from the EPC. Finally, the EPC IS enables users to exchange EPC-related data with authorized trading partners through the EPCglobal Network. Privacy concerns related to EPC tags are somewhat mitigated because the tags do not contain any other data, but a unique item number and because of the rather short reading range. In addition, the RFID standards developers have designed a function known as the kill switch or the kill command, which permanently disables the EPC tag and could be used, for example, at the point of sale. It has been endorsed by EPCglobal. Its specification states that a password will be used to prevent unauthorized tag disabling. However, in some cases permanent tag disabling is not desired, such as for "receipt-less" item returns, "smart" RFID-enabled appliances, in rental and borrowing applications, and so on. Several proposed alternatives are considered, such as blocker tags, which, when present, would "spam" any reader attempting to scan tags without the right authorization. Another alternative is recoding, in which case a tag is overwritten with a new ID number when it changes hands. Researchers have also noticed that using the signal-to-noise ratio of the transmissions they receive, RFID tags would be able to estimate their distance from the reader. Since short distance implies trust, this may serve as a privacy protection improvement. IBM researchers proposed a design with perforated tag where partially destructible RFID antenna can be removed by a consumer after purchase (Datamonitor, 2005) . This would limit the scanning range from a few meters to just centimeters.
In conclusion, consumer privacy is protected by a number of measures integrated into the ERP standards for item tagging. The privacy concern has been recognized as a hot button issue from the very beginning and continues to be studied. We must pay attention to the way the technology will be implemented, but we should not overreact and panic. It is comfortable to realize that technology vendors can use a number of measures to protect consumer privacy. We need to make sure that such measures will be implemented.
ELECTRONIC PASSPORTS
Passports have to be globally interoperable, and it is interesting to observe how in cases of different technologies particular bodies and associations emerge and assume the role of standard bearers. The ICAO standard defines the reading range (of up to 10 cm) and the structure of data stored on the passive RFID chip. The standard does not prescribe the chip's memory capacity, but recommends that the adopting countries implement as high a capacity as they possibly can that is operationally feasible and practical, with an absolute minimum of 32 kilobytes (KB), or, even better, 64 KB (ICAO TAG, 2004) . This would enable the storage of not only a compressed facial image, but optionally also fingerprints and iris scans. The U.S. Department of State is implementing chips with memory capacity of 72 KB and is initially storing only the data visually presented on the data page of the passport, including the name, nationality, sex, date of birth, place of birth, and digitized photograph of the passport holder; as well as, data about the passport itself such as the passport number, issue date, expiration date, and type of passport. The chip will not contain home address, social security number, or other information that might facilitate identity theft. Unused space could be used in the future for additional biometric information.
After publishing the proposed rule on February 18, 2005, the Department of State received 2,335 comments on the introduction of the ePassport (DoS, 2005) . Comments opposing the proposed rule mostly focused on privacy protection and security. Based on feedback, additional security and privacy features were integrated into the final rule. They include anti-skimming material in the front cover and spine of the passport, so that passive RFID tag content can only be accessed , which is automatically derived from the printed characters in the second line of data on the Machine-Readable Zone, visible on the passport data page. The PIN must be physically read to unlock the data on the chip and is used to encrypt the data communicated between the chip and the reader to make eavesdropping ineffective. The measures also include the use of a form of Public Key Infrastructure (PKI), so the issuing states and their offices will be able to use digital signatures to protect the data stored on the chip from tampering and passports from being falsified.
The Department of State believes that the measures described in the rule adequately address the concerns raised by comments regarding security and privacy, but not everybody agrees. Kevin Ashton, the co-founder of MIT's Auto ID-Labs, said (Ferguson, 2006) : "The idea of storing all this sensitive data (in passports) is horrible. You can take the chip off one passport and stick it on another. No one will know the difference." He added: "My big issue is it is truly a stupid idea to store any information on an RFID tag other than a unique number. Otherwise there is always the risk of data change." Bruce Schneier, a well-known security technologist and author, said during a May 26 interview with eWeek that eavesdropping will only get easier. Although he acknowledged: "Shielding is good. Basic Access Control is good. Putting a switch would be great," his opinion nevertheless is that (Ferguson, 2006) : "… if you don't have RFID you don't need any of this. I haven't seen any compelling reasons why we are doing this. If we (the government) did it out in the open then everyone would scream." The controversy thus continues, but there are compelling reasons for using RFID technology in passports as the U.S., and essentially all other governments from 180 countries participating in the ICAO see them.
V. CONCLUSION
Although this paper focuses on three specific new developments in the domain of wireless communications, it exemplifies the breath of applications and the speed of technological evolution. One gets an impression that this breathtaking progress is driven by engineering and scientific progress rather than proven market demand. In other words, we seem to observe technology in search for applications. For example, the premise that people -at least in the U.S.
-are eager to watch TV programming on their cell phones has not been proven. The ESPN just recently discontinued such service (AP, 2006) . Similarly, wearable computing can implement the vision of Pervasive Computing by embedding computers in wearable clothing or computers designed as wearable items. Many identified applications of wearable computing in healthcare, military, and fashion industries make sense, but we may be surprised as anticipated drivers fail and unforeseen employments become great successes. We also seem to be only at the pioneering stage in the evolution of wireless machine-to-machine communications including the RFID technologies, in which case the fear of privacy loss is real. However, legal, technical, industry agreements, and other measures can and should be introduced to mitigate concerns. We have embarked on an interesting, largely unpredictable, technology driven, and most exciting journey. 
